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A data pipeline with compliance requirements

Medical doctor
Elderly patient

Automatic data analysis w.r.t. 
patient care plan

Devices installed at patient home

Perform measurement Send notifications to 
care physician

Publish data to 
cloud service
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General Personal Data Processing  Mixed Datasets Encrypted/Anonymized Data  Sensitive Data

Data Intermediation Service  Product Data/Related Services Data Data Portability Across Providers  High-risk AI

GDPR DGA  Data Act AI Act Sectoral legislation  Ethics …



Key concepts related to data pipelines

• Data

• Data/AI operations

• Data/AI pipelines
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DataPACT envisioned ecosystem for 
COMPLIANCE-BY-DESIGN DATA PIPELINES
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Compliance toolbox, framework, and sandbox for 
data pipelines

Identify 
data/AI operations

Compliance Toolbox and Framework

Design
data/AI pipelines

Deploy
data/AI pipelines

Execute, monitor 
and adapt

data/AI pipelines

Data/AI pipelines lifecycle

Privacy policies  Consent management Usage control  Security   Negotiation
Smart contracting Monitoring & tracking Trust & reputation Explainability Accountability
Fairness   Bias     Quality    Certification Energy efficiency

GDPR Data Act  Data Governance Act Artificial Intelligence Act Sectoral legislation Green Deal Ethics

Using and fine-tuning 
foundation models

Sharing data in
data spaces

Retrieval Augmented 
Generation 

Generic data/AI pipelines
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Compliance-aware Data/AI Pipelines Toolbox and generic applications

Compliance 
Assessment and

Realization

Use cases

Sandbox
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Compliance triggers, 
tools, and projects

Regulations and essential triggers in the context 
of data pipelines
GDPR General Personal Data Processing

Mixed Datasets
Encrypted/Anonymized Data
Sensitive Data
Synthetic Data

DGA Public Sector Protected Data
Data Intermediation

Data Act Product Data/Related Services Data
(Smart) Contracts

AI Act High Risk AI
AI with Transparency Obligations
General-purpose AI

Sectoral legislation 
Other relevant legislation and ethics guidelines 

Compliance Toolbox and 
Framework

Compliance 
Assessment

Compliance 
Realization

Privacy policies & usage control

Consent management

Access control

Secure execution

Negotiation

Smart contracting

Monitoring and tracking

Trust and reputation

Explainability

Bias

Quality measurement
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Certification
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Ethical assessment

Social impact assessment

Compliance-aware Data/AI Pipeline 
Toolbox

Data/AI Operation Modelling

Interactive pipeline specification & 
visualization

LLM-assisted pipeline generation

Pipeline simulation

Pipeline deployment & secure execution

Pipeline monitoring & adaptation

Energy monitoring
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https://www.upcast-project.eu
https://enrichmydata.eu

• Compliance-aware data/AI pipelines 
development

• Privacy, consent and access policies 
for data pipelines

• Trust, fairness, and explainability for 
compliance

• Environmental sustainability of data 
pipelines

• Compliance assessment and 
certification

• Compliant generic data/AI pipelines

https://www.upcast-project.eu/
https://enrichmydata.eu/
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Partners’ focus areas DataPACT results

DataPACT Toolboxes and 
Framework

PipelinR
PolicyR
TrustR

Research and 

development

Innovation

MUSES 
CAREPATH 
URBSPACE 
SECCLASS

DataPACT Use Cases

GreenR
AssessR
ApplyR

CACAI
MEDDEV
MUNDAT
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compliance-by-design 
data pipelines 

compliance 
toolbox

compliance framework sandbox

compliance-aware 
data pipeline 

toolbox



• DataPACT is funded by the European Comission under the grant number 101189771 
(HORIZON-CL4-2024-DATA-01). Views and opinions expressed are however those of the 
author(s) only and do not necessarily reflect those of the European Union or the European 
Commission. Neither the European Union nor the European Commission can be held 
responsible for them.

• DataPACT website: https://datapact.eu 

• DataPACT contact: dumitru.roman@sintef.no
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