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GATE IDSA Hub

INTERNATIONAL DATA
SPACES ASSOCIATION

Bulgaria: Big Data for Smart Society Institute (GATE)

The IDSA Hub in Bulgaria is facilitated by the Big Data for Smart Society Institute (GATE) in
Sofia. GATE is the first Centre of Excellence in Bulgaria to work on scientific excellence and
innovation in big data and artificial intelligence. It was established in 2019 as an
autonomous structure of Sofia University “St. Kliment Ohridski”. The team around Director
Prof. Sylvia Ilieva is focusing on knowledge transfer on data sovereignty and IDS components

into the Bulgarian industry and research community.

Sofia | November 9, 2022

INTERNATIONAL DATA
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Data Value

Data has only a value when it N%}
becomes information, and '

information becomes

knowledge giving us wisdom to
make decisions! WITHOUT DATA YOU'RE JUST

DNOTHER. PERSON W(TH AN OPNION
— \W. EDWPRDS DEMING,
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European Data Spaces

Large sectoral data spaces

T 6 @ R D

Health Manufacturing Mobility Transport Energy Environment Agriculture
Ecosystems for data sharing Data governance mechanisms

Standards and interoperability Rules for access and use of data
(technical, semantical, legal) (fair, practical and clear)

High-quality data from public and private sectors and citizens

Geospatial, sensors, Earth observations and environment, business transactions, manufacturing processes
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Unique Selling Proposition

value.
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Ecological

Enable resource optimization, reduced waste,
sustainability, and environmental insights.

Economic @
Boost innovation, efficiency,
collaboration, economic growth, and

®
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Social

Connect communities, improve

services, create opportunities, and
empower individuals.
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Synthesis of Building Blocks
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INTEROPERABILITY TRUST DATA VALUE GOVERNANCE

Metadata & Discovery Overarching cooperation

Data Models and Formats Identity Management

Protocol agreement

Access & usage control

. Operational (e.g. SLA)
policies

Data Exchange APIs Data Usage Accounting

Publication & Marketplace

Provenance and traceability Trusted Exchange Continuity model

Services

Source: IDSA, Design principles for data spaces, v1.0, April 2021 G a T E
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Regulatory Framework

o Dlgltal M ad rketS ACt The European Strategy for data at a glance
* EU's law to make the markets in the digital sector fairer and more = 72 e Seropenn Sustagy fordots 2020
con t e Sta b | e. J—f in a data-driven society.
. . . The Data Govemagce Act (2020) P The Data Act (2022) dlarifi
* Digital Services Act (DSA) () s s o S0 o i ek s
* Regulates online intermediaries and platforms such as marketplaces, social P ———
networks, content-sharing platforms, app stores, and online travel and R
accommodation platforms.
0 Cheaper prices for aftermarket services and reparation of their connected objects.
i AI ACt A factory robot breaks down.
5 TODAY TOMORROW
¢ R € g u I a t €s t h € use Of A I & \' Only the manufacturer can access the The user could request that a repair
“\ O, data, leaving no altemative for the service that may be cheaper also gets
2 company but to call them for repairing. access to the data.
* Data Governance Act
. . 0 New opportunities to use services relying on access to this data.
® Regu Iates the reuse Of pu bllCIy/hEId prOteCted data by promotl ng data A farmer has equipment from different manufacturers (tractor, automatic irrigation system).
sha”ng through the regulat|0n Of novel data |ntermed|a r|es and by @ He cannot outsource the data analytics He could receive customised advices
. . 7 ':' o | Of its different equipment, the data is from a company gathering data from
encouraging data sharin g. locked with each manufacturer. the different equipment.
0 Better access to data collected or produced by a device.
° D a ta ACt A bar owner wants to serve better coffee, and the coffeemaker company wants to improve
its product. ‘
* Gives both individuals and businesses more control over their data through P Only the company can access the data | | The Data Act clrifes that both
. . . . . . produced by the machine to design the parties can access all data collected
reinforced portability rights, copying or transferring data easily from across rext genemtion of coffeemakershutthe | | by the machine
. . b : ;
different services. o e sty ol s

of water or coffee strength.

Source: https://www.eu-data-act.com/
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Data Space Protocol

How Datasets are deployed as
DCAT Catalogs and usage control is
expressed as Open Digital Rights

@ Language (ODRL) Policies.

Configuration

Identity

Provider

L

&)

Monitoring

Identity Management

Cataloging b

G N How Agreements that govern data

é usage are syntactically expressed and

electronically negotiated.
Contract
- m .
m%< basa < pata -: How Datasets are accessed using
Sourcersink SourcelSink oy Transfer Process Protocols.

Source: https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol
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Open Digital Rights Language Information Model

* Represents Policies that express Permissions,
Prohibitions and Duties related to Asset usage |

hasPolicy

inheritFrom N partOf V
—_— : )
* Asset profile __reatan subClass COI:IZ?:f:on
. . target
* Avresource or a collection of resources, subject to a Rule oonflict g source
. permission
* Poli cy subClass obligation

prohibition

Logical
Constraint

Constraint

* A non-empty group of Permissions and/or Prohibitions and/or Duties
* Party # ﬁ

* An entity or a collection of entities that undertake Roles in a Rule
e Action ¥

* An operation on an Asset

uid
rightOperandReference
dataType
unit
status

FanY

refinement

operand
constraint

leftOperand

action

implies

* Rule

operator
LeftOperand
]

L
rightOperand
RightOperand
]

subClass

failure

* An abstract concept representing the common characteristics of
Permissions, Prohibitions, and Duties

A o

subClass

* Constraint/LogicalConstraint

* Aboolean/logical expression that refines an Action and Party/Asset
collection or the conditions applicable to a Rule

Party

Collection
source

function

assigner

consequence assignee

Source: https://www.w3.0org/TR/odrl-model/
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Different Policies in Data Spaces

* Policies

* Expressing three possible restrictions, e.g. prohibitions, obligations,
and permissions e .

* Mandatory policies depend on the data space design and its
requirements

________________________________________________

i Usage i Contract i Access i i
Jll policies | policies [ policies Vo

* Participants may always choose additional policies in their data
contracts to further restrict access and use

Constraints

* Express a rule that can be combined into more complex rules,
forming the applicable policy

Membership policies
* Required to join a data space

Access policies
* Control access to data contracts

Contract pO“CiES Source: https://docs.internationaldataspaces.org/ids-knowledgebase/idsa-
rulebook/idsa-rulebook/3_functional_requirements

e Control the contract terms and the usage of data

Usage policies
* Control how the receiving party can use the data
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Classification and Regulatory Controls of Data: An Example

Explanation Protection Need Explanation

Public weather data low Some datasets are already publicly available and
can be shared without enabling sensitive data about
persons or business secrets.

Shipping information medium Some data is valuable at a large scale and is likely
to be highly protection-worthy as it can give
insights into business relations and transactions.

Personal health data high Personal health data is highly protection-worthy
due to strong laws and potential danger to the
individual in case of data misuse.

Machine operations data high Industrial data is also usually of high value due to
the sensitive business information it represents.
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GATE Urban Data Space g
GATE Dataspace Connector

of

Current status GATE Institute,

An integrated data space environment comprising ALL components Sofia University

of the IDS Reference Architecture Model
* Based on current IDS reference implementations
* Certification of GATE Data Space Connector (Trust Level 1)

meets the requirements

Trust Level 1, Assurance Level 1
IDS Certification for connectors

The evaluation result and certification requirements are referenced in the
annex to the certificate.

91e21}1349)

This certificate with the registration number IDS-CON-0001-TL1-AL1-2024 is
valid until 01.08.2026.

Dortmund, 01.08.2024

Initial scenario for the air pollution prediction r

1. A data consumer collects data about a particular pollutant from two , 4 H—
providers via an APl and a database O Roeimamco

2. Air pollution prediction models are offered as a service in the App store

3. The models are downloaded and executed in the data consumer
connector

Certification Body
certification@internationaldataspaces.org
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GATE Data Space Testbed

Sovereignty

Peer-to-peer

Data (File, Stream, etc.)

Interoperability

] interactions -
S EXEA >
-— GATE Insti
nstitute
Dajca Data
Sovereignty provider consumer
Data Dat
> ata
—— Connector % Q;& Connector
Sws?  AIRSOFIA o &
-— i\ %, © /'
‘2 o2 O
Data o*{\) 0?}{“
provider O, .\&Q/
N & ¥ v Trust
Data Air quality data offer ‘{}2
Sovereignty Connector o > »
~~ ‘{}i Data Offers Security
S
i Air quality data offer
W’ GATE Institute Data rq
- Connector . < i A Decentralization
ii &« Service Offers %
Data ~1 ‘{\}2 i,
provider s s,
S %,
Sovereignty & / \ O,
S N
R
— GATE Institute
W Sofia Municipality Data Data
- Connector GATE DATA SPACE Connector
Data TESTBED service
INTERNATIONAL DATA provider provider

SPACES ASSOCIATION

22 January 2025

DataPACT Seminar, Compliant Urban Data Space

. GATE

big data for smart society




Air Quality Data Modelling and Analytics

Compliant Data Modelling ‘ ' ] )
- OGC CityGML standard Temporal Air Quality
+  CityGML ADEs , Prediction
*  FIWARE Smart Data Models ! « ARIMA
e MIMs * LSTM

* Transformers

* CNN-Linear-RNN

* LSTNet (CNN + LSTM)

* Ceemdan-LSTM

* Spatial attention +
temporal attention
bidirectional LSTM
(SATABL)

Spatial Air Quality

Prediction
Gaussian auto-
regressive model

Interactive 3D City Model

« LLAMA 3.1 (70B), QLoRA fine-
tuned

* 3D City Model, CityGML
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The ‘Talking” 3D City Model Demo

22 January 2025

v ) CHATBOT @ GATE-Al x  + _ = %
¢« > C 2% chatgate-aieu/citychat/new e 2] ) @
B Zimbra: Inbox @ My GATE 2 Mail GATE
GATEBOT & b
®

What is the reas.. ®

J3 Replay the air po.. ()

Eiﬂa

Hi there, | am Mapster, your
friendly assistant at the GATE
Institute. What is your next map-
tastic job for me?

4

1%
Jan 13 2025
18:34:10 UTC @cesium

Upgrade foFeommercial ise.. « Google Data attribution A A
‘ I I ’ @n 13 2025f 00:00 UTC Jan 14 2025 FU:OO:OO uTC

Jan 14 2025 F4.00.00 uTc

ol Jan 14 2025 12:00
|Type here or mash the mic.

Jan 14 2025 16:00:00 UTC J8 2
| | | )
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Topology Overview of Mobility Data Space

Data
Provider
[ )
Dynamic Data L Static Data
- Crowd . Public Public
Mobility ; Pedestrian Road
Data IoT Data S%’;Stg‘g Network Network Trg?sggrt Tsrfh”esﬁ:
( )
Connector
Data
JPie Gateway RN
/" | Meta Data Clearing AN
, Broker House
\
( Knowledge Engines J Data Space Service \ ( APIs
1 \
A Orchestrator {@} [
1 [
Data r'-'d.lo @ Model Federation [ API Gateway J r.:"."
Consumer | ajgorithm Data Connector Gateway Broker & Connector Data Assistance

Identity
Srlelar Vocabulary
App Store

~ -

Adapted from Maa$S Alliance, Working Group T&S, MOBILITY DATA SPACES AND MAAS, White paper, October 2022.
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GreenMob Use Case of Sofia

Prescribe
Action

3
Journey

6 Predict Planning
Future
"‘ Situations
Air Quality Traffic Time Arrival Occupancy
Prediction Prediction Prediction Prediction
( Air Pollution Traffic Public Transport Occupancy Mobility Service Citizen Bl T
Undereand Conditions Conditions Tracking Tracking Tracking Preferences y g
6 Current
-" Conditions _—— e P il Y —_—————
BN
Digital Twin \\} <§ Digital Twin }> Digital Twi
Interactions }}I Interactions ' Interaction FEDERATED DIGITAL TWINS
Digital world -7

Physical world

City Monitoring
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Public Transport
Monitoring
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SYSTEM OF SYSTEMS

Mobility Service
Monitoring

Bicycle
Monitoring
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DataPACT Contribution to the Data Spaces

Data providers

* Checking compliance with legal, ethical, societal and environmental sustainability frameworks and policies for data to facilitate
easy, fair and unbiased data sharing following existing and emerging regulations and guidelines.

Data consumers

* Checking compliance with legal, ethical, societal and environmental sustainability frameworks and policies for Al pipelines to
secure the development of Al systems, especially those with a high risk.

Actual data transferred between the systems

* Checking compliance with the structure, syntax or semantics of the data, which is to the agreements of the Participants or the
Dataspace.

Compliance assessment of connectors, shortening the time for their certification

* The IDS Connector defined in DIN SPEC 27070 is part of the German standardization work, subject to international
standardization in ISO/IEC, CEN/CENELEC, IEEE, and W3C.

* The IDS Certification launched in 2022 proves compliance with these requirements, offering different trust and assurance levels
for connectors and operational environments.

Connector additional functionalities
* Implement additional internal compliance functionalities like monitoring or policy engines, as appropriate.
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DataPACT Benefits

* Data Space
* Implementing the technical, operational, and legal aspects of Urban Data Space
* PolicyR
* Specify, negotiate and enforce policies for participants’ data use in the data space.
* AssessR
* Evaluate the shared data compliance with the legal, ethical, societal, and environmental sustainability regulations and
frameworks.

PipelineR and ApplyR

* Create compliant data pipelines and develop compliant Al pipelines based on shared data.

GreenR
* Track the carbon footprint of data operations and transactions.
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Looking forward to
the future!
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