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• Some data service providers want to sell data on their own

– DGA advocates neutrality of DISPs, requires the legal separation of data intermediation and 

processing

• DISPs selling models instead of raw data?

– processing data to train such models?

• DISPs offering data visiting rooms?

• DISPs do encrypted processing?

• Pricing?

• Auctions?
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How about protecting against an adversary
a trusted party?

Data to be released

• Data access
• Encryption
• Anonymisation
• Differential 

Privacy
• …

Data Owner

Data 
Consumer



Data Agreements Currently: Terms and 
Conditions

Terms of Use

Legislation

Data 
ConsumerTerms of Use

Legislation

Terms of Use

Legislation

Needs in-house engineers to do an ad-hoc 
implementation of the terms into code



Data 
Consumer

Can we do better?

Data Agreements Currently: Terms and 
Conditions



Collaborative Privacy over released data

Data 
Consumer

Data usage/consent contract
Machine-understandable 



Collaborative Privacy over released data

Data 
Consumer

Data usage/consent contract
Machine-understandable 

Algorithmically respected
 

Bottom-up
 

Fine-grained
 



Data Sharing Agreements

• More contracts automatically generated for the processed data

Query

Contract-abiding answer



Data Sharing Agreements

• More contracts automatically generated for the processed data

algorithm

Query

Contract-abiding answer

New contract!



Data Altruism

• Not enough time!
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